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TS A 50 people in North d Clifton Park, N
Secure Decisions A Secuny cearances

Cybersecurity R&D focused boman decision making
U Analyze security decision processes

U Build visualizations and visual analytics to enhance security
decision processes
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U Develop decision support for network & application security, amp BEEFsI}[E)NS

mission impact analysis

Our expertise starts where automated security sensors stop

Transition R&D into operational use, in government and industry
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WHY PHISHING SCAMS WAIT FOR IT THERE IT IS
KEEP WORKING
Enter Enter
your bank your bank yoﬁ'?tﬁﬁnk
account

account
number.

account
number.
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MORDAC, THE PREVENTER
OF INFORMATION
SERVICES.

To complete the
log-in procedure,
stare directly
at the sun.

?

IN A PERFECT WORLD,
NO ONE WOULD BE
ABLE TO USE ANYTHING.

SECURITY IS MORE
IMPORTANT THAN

USABILITY.
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2"= 3 pavs AT
1000 GUESSES,/sEc

( PLAVSIBLE ATTACK ON A WEAK REMOTE
WEp SERVICE. YES, CRACKING A STOLEN
HEGH 14 FRSTER, BUT Mk NOT WHAT THE

RVERAGE USER SHOULD LERRY ABSUT.)

DIFFicOLTY T0 GUESS:

EASY

WAS 1T TROMBONE? NO,
TROUBADOR, AND ONE OF
THE Os WAS A ZERQ?

\
AND THERE' WAS
SOME SYMROL... ™

DIFFICULTY TO REMEMBER:
HARD

~HH BITS OF ENTROPY

Ooooooaoooooo

100000o0o

2" =550 YEARS AT
1000 GUESSES/ sec

DIFAICOLTY T0 GUESS:
HARD

DIFFICOLTY TO REMEMBER:
YOU'VE ALREADY
MEMORIZED |T

THROUGH 20 YEARS CF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PRSSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.
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xkcdby Randall Munroe W
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A CRYPTO NERD'S WHAT WOULD c,gps.? R
I MAGINATION 1 ACTUALLY HAPPEN: o e o =y
HIS LAPTOPS ENCRYPTED. H'S LAPTOP'S ENCRYPTED. (e oo
LETS BUILD A MILLION-DOLLAR. | | DRUG HIM AND HIT HIM WITH
CLUSTER To CRACK IT. THIS $5 WRENCH UNTIL
, HE. TEUS S THE PASSWORD.
NO GooD! IT'S c:orrect horse battery staple
HO% -BIT RW \ GoT 1T, S s S St
EUILPLFM w \ ’ ] P
1S FOILED! ®) oN o
HEY, T LOSTTHE || TS5~ ..WAT. 0OH, GOOD QUESTION!
SERVER PRSSWORD | | HOWDO T KNoW | | T BET WE ¢aN CoNSTRUGT A con
WHAT 15 IT AGAIN? | | IT5 REALLY YOU? | | PRODF-OF-IDENTIR PROTDQIL. TLL
START BY PICKING TWO RANDOM—
OH GooD; T You.
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Little Bobby by Robert M. Lee
LTTLE BoBBY

A Suno\a\:j Horn'\nj web Comic on Technoloas:j and Secur'n‘a

LITTLE BOBBY

V7 wiy won't
YOU LET SECURITY
IN TO WORK IN THE
1CS NETWORKS 2
00 THEY _4
GET IN THE )|

by Robert M. Lee and Jeff Haas

WELL TRAINED
AND KEEP OUT
OF THE WAY.

[ QELIEVE
IN YOU.
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Joy of Tech bMitrozac& Snaggy

The JOY of Tech by Nitrozac & Snaggy

The Internet of ransomware things... 6

ON STRIKE
UNTIL YOU

THE NEXT TIME

YOU LE?VE: IT1L
COST YOU 100
BURNING THE BUCKS TO GET
TOAST IF YOU BACK INTO THE
DON‘T GET HOUSE, UNLESS
ME SOME YOU GIVE ME

_

=
YOUR DIRTY

DISHES CAN Ty

WHILE WE

WAIT, I'M
BUSY MINING ",‘,;"{'g}‘,’g}f
BITCOINS.

ATTACK.

MY MOTOR AND
BLOW DIRT ALL
OVER THIS
PLACE/

ILL START
YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE
A TRANSFER.

SEND ME $25 OR
IL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOM/

IF YOU DON‘T
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE
TRASH.

BITCOIN, OR NEXT
SMOKE, I MIGHT

30 BUCKS IN
TIME I SMELL

JUST LET YOU
SLEEP.

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU
“DONATE”.

I’M TURNING
OFF THE
HEAT UNTIL
YOU WARM UP
MY BANK
ACCOUNT!/

joyoriecn.com
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