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Bottom Line Up Front = —

. Disruptive Gamechanger: ChatGPT has amplified and accelerated Al plus
Cybersecurity project-based learning inside DHX by nearly an order-of-magnitude.
CVAP — partnership with University of Cincinnati as Dept Labor funded program.

. Al Digital Instructor: ChatGPT helps students complete our Smart Pong Al
project in Deep Learning Al despite starting with very little Al experience.

. Al Digital Tutor: ChatGPT helps veterans pass the CompTIA Security+
certification exam on 15t attempt despite no prior Cybersecurity experience.

. Ask: CVAP is in our last year. We want to “pass the baton” to continue this “battle-
tested” Al-powered, 3D-virtual Al & Cyber campus approach beyond our DLG.
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Cybersecurity —Veterans Asswtance Program (C-VAP) cybersecu r|t\,¢F boot 4

camp to help veterans, active service military and others prepare for the &

CompTIA Security+ certification exam and to pass it on their first attempt— @ heavily stylized, notional illustration
even if they startour program with zero IT / Cybersecurity backgrou nd. of CVAP program inside of DHX.
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Why CompTIA Security + Certification? =

1. Security+ is a certification sponsored by CompTIA, [
the Computing Technology Industry Association.

2. Security+ is an authorized certification for DoD.
o Viewed by many in government and in industry as a
“gold standard” for entry level certification.

3. One of the more popular cybersecurity

certification for most DoD personnel largely because
o It validates familiarity with key cybersecurity concepts
o It has no mandatory experience requirements
o It is vendor agnostic — more generalized
o It focuses on a broad spectrum of important topics

Dr. Rob Williams, Exec Director, Discovery Lab — Global (DLG), rob.williams@discoverylabglobal.com
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Transformer architecture for language
understandingand generation.

It breaks down input text into smaller
units called tokens.

Tokens are converted into numerical
vectors known as embeddings.

Embeddings capture word meanings
and relationships.

Self-attention mechanisms analyze
contextual dependencies.
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We used ChatGPT as Al tool for teaching Cybersecurity
1. create study plan for DLG’s CVAP CompTIA Security+ program

2. create study material to help prepare for the certification exam
3. create practice exam questions to help prepare for the certification exam
4. create a Capture The Flag (CTF) — in early prototyping phase

5. create a 90-question Security+ exam

6. create a summer cybersecurity program for high school teachers — ready to go

Dr. Rob Williams, Exec Director, Discovery Lab — Global (DLG), rob.williams@discoverylabglobal.com 9
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create studwlan for DLG’s CVAP CompTIA Security+ program

create study material to help prepare for the certification exam

create practice exam questions to help prepare for the certification exam

4. create a Capture The Flag (CTF) — in early prototyping phase

5. create a 90-question Security+ exam

6. create a summer cybersecurity program for high school teachers — ready to go

Dr. Rob Williams, Exec Director, Discovery Lab — Global (DLG), rob.williams@discoverylabzlobal.com 10




& #1 create study plan (entire 11 weeks)

Prompt: Generate a weekly study plan for 15 hours per week for 11
weeks that cover all the major topics of Darril Gibson's "CompTIA
Security+ Get Certified Get Ahead: SY0-701 Study Guide" that
includes time to study at least 40 pages per week, complete at least 5
hours of homework / lab projects per week, conduct at least 4 hours
er week of independent study and 2 hours of class time every week.

atGPT
Certainly, here's a revised weekly study plan for 15 hours per week
for 11 weeks, with Week 11 as the final week:

Weeks 1-2: Introduction and Threats, Attacks, and Vulnerabilities
*Class Time: 2 hours
*Independent Study: 2 hours
*Reading: Chapters 1-2 (80 pages)
*Homework/Lab: Complete relevant exercises
Weeks 3-4: Architecture and Design
*Class Time: 2 hours
*Independent Study: 2 hours
*Reading: Chapter 3 (40 pages)
*Homework/Lab: Complete relevant exercises
Weeks 5-6: Implementation and Operations and Incident Response

*Class Time: 2 hours
Dr. Rob Williams, Exec Director, Discovery Lab — Global (DLG), rob.williams@discoverylabglobal.com
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*Independent Study: 2 hours

*Reading: Chapters 4-5 (80 pages)

*Homework/Lab: Complete relevant exercises
Weeks 7-8: Governance, Risk, and Compliance and Cryptography
and PKI

*Class Time: 2 hours

*Independent Study: 2 hours

*Reading: Chapters 6-7 (80 pages)

*Homework/Lab: Complete relevant exercises
Weeks 9-10: Identity and Access Management and Networking

*Class Time: 2 hours

*Independent Study: 2 hours

*Reading: Chapters 8-9 (80 pages)

*Homework/Lab: Complete relevant exercises
Weeks 11: Security Assessment and Testing and Malware and Social
Engineering

*Class Time: 2 hours

*Independent Study: 2 hours

*Reading: Chapters 10-11 (80 pages)

*Homework/Lab: Complete relevant exercises

*Review and practice exams

11
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create study plan for DLG’s CVAP CompTIA Security+ program

create study material to help prepare for the certification exam

create practice exam questions to help prepare for the certification exam

4. create a Capture The Flag (CTF) — in early prototyping phase

5. create a 90-question Security+ exam

6. create a summer cybersecurity program for high school teachers — ready to go

Dr. Rob Williams, Exec Director, Discovery Lab — Global (DLG), rob.williams@discoverylabzlobal.com 12




#2 generate more detailed study plan — to identify topics

Prompt: Generate a weekly study plan for 15 hours per week for 11
weeks that cover all the major topics of Darril Gibson's "CompTIA
Security+ Get Certified Get Ahead: SY0-701 Study Guide" that
includes time to study at least 40 pages per week, complete at least 5
hours of homework / lab projects per week, conduct at least 4 hours
per week of independent study and 2 hours of class time every week.

ChatGPT
Certainly, here's a revised weekly study plan for 15 hours per week
for 11 weeks, with Week 11 as the final week:

12 A b
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*Independent Study: 2 hours

*Reading: Chapters 4-5 (80 pages)

*Homework/Lab: Complete relevant exercises
Weeks 7-8: Governance, Risk, and Compliance and Cryptography
and PKI

*Class Time: 2 hours

*Independent Study: 2 hours

*Reading: Chapters 6-7 (80 pages)

*Homework/Lab: Complete relevant exercises

Weeks 9-10: Identity and Access Management and Networking ]

Weeks 1-2: Introduction and Threats, Attacks, and Vulnerabilities
*Class Time: 2 hours
*Independent Study: 2 hours
*Reading: Chapters 1-2 (80 pages)
*Homework/Lab: Complete relevant exercises
Weeks 3-4: Architecture and Design
*Class Time: 2 hours
*Independent Study: 2 hours
*Reading: Chapter 3 (40 pages)
*Homework/Lab: Complete relevant exercises
Weeks 5-6: Implementation and Operations and Incident Response

*Class Time: 2 hours
Dr. Rob Williams, Exec Director, Discovery Lab — Global (DLG), rob.williams@discoverylabzlobal.com

*Class Time: 2 hours

*Independent Study: 2 hours

*Reading: Chapters 8-9 (80 pages)

*Homework/Lab: Complete relevant exercises
Weeks 11: Security Assessment and Testing and Malware and Social
Engineering

*Class Time: 2 hours

*Independent Study: 2 hours

*Reading: Chapters 10-11 (80 pages)

*Homework/Lab: Complete relevant exercises

*Review and practice exams

13




Prompt: Expand on Week 9 to include what topics should be
studied

ChatGPT Response: To provide a more detailed breakdown for
Week 9, focusing on Identity and Access Management as part
of your CompTIA Security+ study plan, we can include specific
topics that are essential for understanding this area. Here's an
expanded view of what should be covered:

Week 9: Identity and Access Management

Objective: Gain a thorough understanding of the mechanisms
and principles behind identity management and access control
systems.

Class Time (2 hours)

. Session 1 (1 hour): Introduction to Identity Management
. Overview of identity lifecycle (provisioning,
management, deprovisioning)
« Discussion of identity as a security layer in various

architectures

Dr. Rob Williams, Exec Director, Discovery Lab — Global (DLG), rob.williams@discoverylabzlobal.com

#3 single out one topic to generate example study material

2@

ACCELERATE INNCVATIONS. GROWMNOVATORS

» Session 2 (1 hour): Access Control Systems
. Types of access controls: DAC, MAC, RBAC, ABAC
. Examples of each type of control in practice

Reading (Chapter 8 — approx. 40 pages)

. Main Focus:
. Authentication methods and technologies, including
. Kerberos, SAML, OAuth, and OpenlD Connect.
. Detailedlook at how these protocols manage identities
and provide secure access.

Homework/Lab (1 hour) ...snip...snip....
Additional Study Topics: ...snip...snip.

Review and Practice ...snip...snip...
This detailed plan ensures a comprehensive understanding of
Identity and Access Management, includingtheoretical
concepts, practical implementations, and current technologies
used in the field. If you have specific areas within these topics
that you'd like to focus more deeply on or any other related
topics to add, let me know!

14




ChatGPT Response:

Kerberos is a network authentication protocol designed to provide secure
authentication for users and services over a non-secure network, such as
the internet. It was developed by MIT as an open-source project and has
become widely used in various computing environments, particularly in
enterprise networks.

.ere's a high-level explanation of how Kerberos works:

a. Authentication Server (AS): The authentication process begins withan
Authentication Server (AS). When a user wants to access a service, they
send a request tothe AS.

b. Authentication: The AS verifiesthe user's identity and issues a Ticket
Granting Ticket (TGT) if the user's credentials are correct. The TGT is
encrypted and can only be decrypted by the Ticket Granting Server (TGS).

c. Ticket Granting Server (TGS): The user then sendsthe TGT to the TGS,
requesting access to a specific service.

d. Service Ticket: If the TGT is valid, the TGS issues a Service Ticket for the
requested service. The Service Ticket is also encrypted and can only be
decrypted by the service itself.

e. Accessingthe Service: The user presents the Service Ticket tothe desired
service. The service decrypts the ticket and verifies its authenticity. If the
ticket is valid, the useris granted access to the service.

#4 generate study material for the topic ;ghm

ChatGPT Prompt: Explain Kerberos .Key characteristics and benefits of Kerberos:

Single Sign-On (550): Once a user has obtaineda TGT, they can request
service tickets for multiple services without needingto re-enter their
credentials. This provides aseamless and secure SSO experience.

Mutual Authentication: Both the user and the service authenticate
each other, ensuringthat both parties are who they claim to be. This
prevents unauthorized access.

Strong Encryption: Kerberos relies on strong encryption to protect the
authentication process and the tickets exchanged between the AS, TGS,
and services. This makes it highly resistant to eavesdropping and replay attacks.

Ticket Expiration: Tickets have a limited validity period, reducing the
risk of unauthorized access in case a ticket is intercepted.

© Request TGT | Windws Server
. . 9 TGT + Session Key ! Domain Controller

3 - B
€)Request Ticket + Auth )
Oicket + Session Key i

Alice _.B'Raquast Service + Auth KDC= AS + TGS

T KDC —Key
@ server ~ Ny Distribution
Authentication e
l:: Center
I Resource
server 15
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#5 generate study material suitable for a high school teacher ;@h

3. Requesting Access to the Club (Access to the Computer System):
Now, when you want to enter the club (access the computer system),
you don't need to go back to the ticket office. Instead, you show your

Prompt: Explain Kerberos to a high school teacher with no
cybersecurity background

TGT to the club's doorman (the computer system).
ChatGPT: Certainly! Explaining Kerberos to someone with no . ) S
cybersecurity background can be challenging, but I'll provide a simple 4. Getting the Club Entry Ticket (Service Ticket): The doorman

and relatable analogy to help a high school teacher understand the recognizes your TGT and gives you a temporary “club entry ticket”

basic concept of Kerberos authentication (Service Ticket). This ticket allows you to enter the club (access the
' . computer system) without showing your TGT again.

Imagine you have a magic ticket that you use to enter a secret club. 5. Accessing the Club (Accessing the Computer System): With the
This magic ticket is like your "authentication token" in the digital world.  club entry ticket (Service Ticket), you can enter the club (access the
The club, in this case, represents a computer system, server, or network  computer system) and enjoy its resources and services.

that you want to access securely. 6. Leaving the Club (Logging Out): When you're done, you leave the

club (log out of the computer system), and your club entry ticket
Here's how the Kerberos authentication process works in this analogy: (Service Ticket) becomes invalid.

In this analogy, Kerberos acts like the ticket office and manages the
authentication process to ensure that only authorized users can
access the computer system. The TGT and Service Ticket are
temporary, secure tokens that allow users to access resources
without exposing their sensitive information (like passwords) every
time they want to access something.

1. Getting the Magic Ticket (Authentication): Before you can enter the
secret club (access the computer system), you need to get your magic
ticket. To do this, you go to the ticket office (a special server) and
provide your name (your username) to the ticket seller (the server).

2. Getting Your Personal Magic Ticket (Ticket Granting Ticket or TGT):
The ticket seller knows you, so they give you a special "personal magic Kerberos authentication provides a secure way for users to prove
ticket" called a Ticket Granting Ticket (TGT). This TGT is like a key that their identity to computer systems and access resources without

can be used to get other tickets without having to reveal your name constantly revealing their secrets, just like having a magic ticket to
each time. enter a secret club. 16




HEVE A MER FOR THE

\.

Thkar toet azitves ia sagsidd,
antiner ghy gwut, Co gime s pliles
grauner fecraver entighs, ches,

R
\w




ACCELERATE INNCWVATIONS. GROW MHNOVATORS

create study plan for DLG’s CVAP CompTIA Security+ program

create study material to help prepare for the certification exam

create practice exam questions to help prepare for the certification exam

4. create a Capture The Flag (CTF) — in early prototyping phase

5. create a 90-question Security+ exam

6. create a summer cybersecurity program for high school teachers — ready to go

Dr. Rob Williams, Exec Director, Discovery Lab — Global (DLG), rob.williams@discoverylabzlobal.com 18




#6 generate practice exam question for Kerboros

with four choices. Indicate which is the best choice. Then explain why
the other options are incorrect.

ChatGPT Answer: Your company is planning to implement a centralized
authentication service for its network infrastructure. The IT team is
tasked with selecting the most suitable authentication protocol. The
requirements include strong security, support for single sign-on (SS0),

.Prnmpt: create a scenario-based practice exam question for Kerberos

and seamless integration with existing Windows-based systems.
Additionally, the company wants to minimize the risk of transmitting
plaintext credentials over the network. Which of the following
authentication protocols would be the BEST choice for meeting these
requirements?
A. RADIUS
B. LDAP
“ C. Kerberos
D. NTLM
. Explanation:
C. Kerberos: In this scenario, the best choice for the authentication
protocol is Kerberos. Kerberos is a widely adopted authentication
protocol that meets the specified requirements. It provides strong
security through the use of tickets, supports single sign-on (SSO) for
seamless user experience, and integrates well with existing Windows-
based systems, particularly Active Directory. Additionally, Kerberos
mitigates the risk of transmitting plaintext credentials over the network
by using mutual authentication and encryption.

2@
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. Why the other options are incorrect:

A. RADIUS: While RADIUS (Remote Authentication Dial-In
User Service) is commonly used for centralized authentication
in network environments, it is primarily designed for remote
access authentication and lacks native support for SSO and
integration with Windows-based systems like Active Directory.

B. LDAP: LDAP (Lightweight Directory Access Protocol) is a
protocol used for querying and modifying directory services
such as Active Directory. While LDAP can be used for
authentication, it does not provide native support for SSO and
may require additional components to achieve seamless
integration and strong security.

D. NTLM: NTLM (NT LAN Manager) authentication is an older
authentication protocol used in Windows environments.
While it may be supported by existing Windows systems, it
lacks the advanced security features and SSO capabilities
provided by Kerberos. Additionally, NTLM has known security
vulnerabilities, such as susceptibility to pass-the-hash attacks.

.Therefnre, in this scenario, Kerberos is the best choice for
meeting the requirements of strong security, support for SSO,
seamless integration with existing Windows-based systems,
and minimizing the risk of transmitting plaintext credentials
over the network.

19




But every once in a while, ChatGPT gets the
answer to the test question ... “wrong”.

But even there, we learn something more
about the power of ChatGPT as follows!

20



ChatGPT Post Chapter 2 Questions (6-15) ﬁ@h

ACCELERATE INNCVATIONS. GROW MNOVATORS.

Question 8:

You need to provide a junior administrator with appropriate
credentials to rebuild a domain controller after it suffersa
catastrophic failure. Of the following choices, what type of
account would BEST meet this need? Explain the best
answer and why the other answers are incorrect.

A User Account
B. Generic account
C. Guest account

0. Service Account

Student assignment was to give ChatGPT
practice exam questions from our textbook
to see how it did.

21

Thiz was generated with the help of ChatGPT. Every user is responsible for verifying the information correctness.




Question 8:

You need to provide a junior administrator with appropriate

credentials to rebuild a domain controller after it suffersa
catastrophic failure. Of the following choices, what type of
account would BEST meet this need? Explain the best
answer and why the other answers are incorrect.

A

B.

2

.

User Account
Generic account
Guest account

Service Account

ChatGPT Response:

The type of account that would BEST meet the need to
provide a junior administrator with appropriate credentials

to rebuild a domain controller after a catastrophic failureis:

D. Service Account

Explanation:

Service Account: A service account is specifically designed
to run services, tasks, or applications on a system. Inthe

context of rebuilding a domain controller, a service account

with the necessary permissions and rights would be
suitable for carrying out the required tasks without
exposing unnecessary privileges. |t provides a more

controlled and secure way to grant access for specific tasks.

ChatGPT Post Chapter 2 Questions

-15) L@k

ACCELERATE INNCVATIONS. GROW MNOVATORS.

Why the other options are not the best:

A. User Account: While it's possible to use a r account, it may have unnecessary permissions and
may not be as securely managed as a service account. Using a user account can expose more privileges
than needed for the task.

B. Generic Account: A generic accountis typically a shared accountused by multiple users. Using a
shared account for such a critical task introduces accountability issues and makes it difficult to trace
actions to individual administrators. It's generally not recommended for security reasons.

C. Guest Account: Guest accounts are typically used for providing temporary and limited access. They
are not suitable for the kind of privileged and critical tasks involved in rebuilding a domain controller.

22
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ChatGPT Post Chapter 2 Questions

Why the other options are not the best:

Question 8:

A. User Account: While it's possible to use a r account, it may have unnecessary permissions and
credentials to rebuild a domain controller after it suffersa  May not be as securely managed as a service account. Using a user account can expose more privileges

catastrophic failure. Of the following choices, what type of ~ than needed for the task.

account would BEST meet this need? Explain the best B. Generic Account: A generic account is typically a shared account used by multiple users. Using a
answer and why the other answers are incorrect. shared account for such a critical task introduces accountability issues and makes it difficult to trace
actions to individual administrators. It's generally not recommended for security reasons.

You need to provide a junior administrator with appropriate

A User Account
C. Guest Account: Guest accounts are typically used for providing temporary and limited access. They
are not suitable for the kind of privileged and critical tasks involved in rebuilding a domain controller.

CHATGPT Answer: D — Service Accuunt. ChatGPT disagrees with textbook

B. Generic account
C. Guest account

0. Service Account

ChatGPT Response:

The type of account that would BEST meet the need to
provide a junior administrator with appropriate credentials  [f the textbook suggests a user account as the answer for providing a junior administrator with

to rebuild a domain controller after a catastrophic failureis: credentials to rebuild a domain controller after a catastrophic failure, it may be due to different
perspectives or context. ...snip . Here are some reasons why a user account might not be the optimal
choice, and why | suggested a service account... etc

E Xp lanation: . ChatGPT was asked — how the question could’ve been better phrased:

The original question was clear in its intent, but to ...snip..., you might consider adding specific details
to the question that highlight these aspects. Here’s how you could rewrite the gquestion:

answer and doesn’t back down.
Textbook Answer: A—-User Account

ChatGPT response as to why it must disagree with the textbook:

D. Service Account

Service Account: A service account is specifically designed
to run services, tasks, or applications on a system. Inthe
context of rebuilding a domain controller, a service account "You are tasked with delegating the rebuild of a domain controller after a catastrophic failure to a

with the necessary permissions and rights would be junior administrator. You need to provide them with ...snip...snip...

suitable for carrying out the required tasks without . . . n E— -
exposing unnecessary privileges. It provides a more By adding details about security best practices and the need for individual accountability and

controlled and secure way to grant access for specific tasks. | auditability, the question steers the answer towardsthe use of a specific user account with
appropriate privileges, which is the standard approach in IT administration for such tasks.

Thiz was generated with the help of ChatGPT. Every user is responsible for verifying the information correciness.




This may be one reason why some past
students who have taken the certification
(and passed it on their first attempt) have
complained about some of the test
questions feeling like “trick” questions ...
because even ChatGPT got confused!

So maybe in the future CompTIA might ...

24
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In the scene, the creators of the CompTIA Security+ exam are engaging with
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Analysis and Assessment of John Doe'’s eWeekly Repol

Attacker Uses Credentials for Lateral Movement (Step Gf: If the i prrTr——
malware successfully infects the target's device, it may capture v D e e 4 derabed ot of b emeily peoqrea 1 S Brpicpment 4e
the target's eredentials. The attacker uses these credentials to - s s e et e
move laterally acrass the network, gaining access to other 4 S r——
systems and data.
Privilege Escalation [Step 7): The attacker escalates their
privileges to gain higher levels of acoess within the network. This
step imvalves exploiting additional vulnerabilities to gain
- a administrative or root access,
Figurs £.7: Btepa in an sitsch Search [Step 8): With elevated privileges, the attacker searches
ChatGPT 4o created this step-by-step from Figure 6.2 which was giventa it.  the network for valuable information. They might look for
senditive data, financial infermation, intellactual property, or

Attacker (Step 1): The attacker prepares to lasnch the attack. They start by

. other valuable assets. presridiersop e
setting up the infrastructure needed to deliver the malicicus payload : i
SR 5 i Data Collection [Step 5): The attacker collects the valuable data P — studentelWeekly |
Emall with Maliciows Link [5tepl—haastackercande 2o amall coctalaos s iy e compiled and i - Progress Report  fuew - kil s e el
malicious link to the target. Th - ¥ ¥ e ey o 25
comincing 1o ncree e ol C@N Understand & Explain s T st s

acker exfiltrates the SR
Target Recelves Emall (Step 3) anget network to an

seownan o) Complex Diagrams to Students oo, —24 Help “Study” Student Weekly Progress
radirects thim o a compromised or malicious websie, - g
ports and Provide Initial Assessments

financial fraud, or selling the data on the dark web. s ke .. ' RE

Maliclous Website (5tep 5): The malicious website may exploit This step-by-step process highlights the typical flow of a
wulnerabilities in the target’s web browier or prampt the target to downdoad targeted emall attack, emphasizing the Impartance of

malware. This site is designed to look legitimate to avoid raising suspicion, cybersecurity measures at each stage to prevent such breaches. e e o B i T |::-_;’- A — = = |
'::'::_“.." e B e . ChatGPT Prampl: Score each eWeekly fram 1 (Awdd] 1o 10 [Aweiome)

B, Rl Woilianns, Doy Lisks = G | G L dwa ol FOURMBpmall e o ety ey it il N CNA Dyl vy Lt R Ll ChatGPT Redponie Week 1 [7) = Week 2 (6] - Week 3 (8]

Chapter 5: SECURING HOSTS AND DATA (Phase 1) G

Create lllustrations from Written Instructions

VME ChatGPT : e
scape by Security+ Certification

“Bootcamp” inworld

Hands-on Ethical
Hacking micro-
projects inworld
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Recapping

Disruptive Gamechanger: ChatGPT has amplified and accelerated Al plus

Cybersecurity project-based learning inside DHX by nearly an order-of-magnitude.

CVAP — partnership with University of Cincinnati as Dept Labor funded program.

. Al Digital Instructor: ChatGPT helps students complete our Smart Pong Al
project in Deep Learning Al despite starting with very little Al experience.

. Al Digital Tutor: ChatGPT helps veterans pass the CompTIA Security+
certification exam on 15 attempt despite no prior Cybersecurity experience.

. Ask: CVAP is in our last year. We want to “pass the baton” to continue this “battle-
tested” Al-powered, 3D-virtual Al & Cyber campus approach beyond our DLG.

1 I
LA =
ACCELERATE INNOVATIONS. GROW INN

OVATORS.
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Created by ChatGPT and DiscoveryLab— Global {DLG] as a partnershipof Al&HI

ACCELERATE INNCVATIONS. GROW MNOVATORS.
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