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return (__aesti_sbox[in[pos] & 8xff]) *
(__aesti_sbox[{in[(pos + 1) % 4] >> 8) & #xff] << 8) ~
{__aesti_sbox[(in[{pos + 2} % 4] >= 16) & 8xff) << 16) ~
{__aesti_sbox[(in[(pos + 3) & 4] >> 24) & @xff] << 24);

_.always_inline u32 inv_subshift{u32 in[], int pos)

return (__sesti_inv_sbox[in[pos] & Bxff]) =
{__mesti_inv_sbox[(in[(pos + 3) % 4] »> B) & #xff] << 8) ~
{__aesti_inv_sbox[{in[(pos + 2) % 4] >> 16) & Bxff] << 16) ~
{__aesti_inv_sbox[{in[({pos + 1) % 4] »>> 24) & @xff] << 24);

u3d2 subw{u32 in)

return (__aesti_sbox[in & 8xff]) =
(__aesti_sbox[(in »>> B8) & @xff] << B) =
{__aesti_sbox[{in >> 16) & @xff] << 16) ~
{__aesti_sbox[(in >> 24) & @xff] << 24);

int aesti_expand_key(struct crypto_aes_ctx #*ctx, const uB #*in_key,
unsigned int key_len)

u32 kwords = key_len / sizeof{ud2);
ul2 re, i, i

it (key_len != AES_KEYSIZE 128 &
key_len != AES_KEYSIZE 192 &k
key_len != AES_KEYSIZE_256)
return -EINVAL;

ctx->key_length = key_len;

for (L = 8; L < kwords; i++)
ctx->key_enc(i] = get_unaligned_le32(in_kek.

for (i =8, rc = 1; © < 18; i+, rc = mul_by_xfragdsiid
u32 *rki = ctx->key_enc + (i * kwords);
u32 *rko = rki + kwords;

rko[8] = ror32(subw(rki[kwords - 1]), 8)
rko[1] = rko[8] * rki[1];
rko[2] = rko[1] * rki[2];
rko[3] = rka[2] * rki[3];

L (key_len == 24) {
L (L>=7)
break;
rko[4) = rko[3] * rki[4];
rko[5] = rko[4] * rki[5];

} else if (key_len == 32) {
if (1L >=6)
break;

rko[4] = subw{rko[3]) * rki[4];
rko[5] = rko[4] * rki[5];
rko[6] = rke[S] ~ rki[6];
rko[7] = rko[6] ~ rki[7];

b

f= Y
* Generate the decryption keys for the Equivalent!Inyei
* This involves reversing the order of the round keys, and
* the Inverse Mix Columns transforsation to all but the fiF:
* the last one.
«f

ctx->key_dec[8]
ctu=-skey_dec[1]
ctx-skey_dec[2]
ctx-skey_dec[3]

ctx->key_enc[key_len + 24];
ctx->key_enc[key_len + 25];
ctx->key_enc[key_len + 26];
ctx->key_enc[key_len + 27];

for (=4, ] = key_len + 28; j > 8; 1L += 4, j -= 4) { %

ctx-skey_dec[i] = inv_mix_columns(ctx->key_enc
ctx-skey_dec[i + 1] = inv_mix_columns{ctx->key_end[§"4' 17);
ctx->key_dec[i + 2] = inv_mix_columns{ctx->key_enc[] + 2]);
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Enroliment, Headcount and Annualized Unofficial FTSE Trend
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static

}

static

}

static

i

return (__aesti_sbox[in[pos] & 8xff]) =
(__aesti_sbox[(in[(pos + 1) % 4] >> 8) & Oxff) <= 8) *
{__aesti_sbox[{in[(pos + 2) % 4] >> 16) & @xff] << 16) ~
(__aesti_sbox[{in[{pos + 3) % 4] >> 24) & 6xff] << 24);

_.always_inline u32 inv_subshift(u32 in[], int pos)

return (__sesti_inv_sbox[in[pos] & #xff]) =
(__mesti_inv_sbox[(in[{pos + 3) % 4] >> B) & Bxff] << 8) *
{__aesti_inv_sbox[{in[(pos + 2) % 4] >> 16) & Bxff] << 16) ~
{__aesti_inv_sbox[{in[({pos + 1) % 4] »>> 24) & @xff] << 24);

u3d2 subw{u32 in)

return (__aesti_sbox[in & 8xff]) =
(__aesti_sbox[(in »>> B8) & @xff] << B) =
{__aesti_sbox[{in >> 16) & Bxff] << 16) =
(_aesti_sbox[(in >> 24) & 8xff] << 24);

int aesti_expand_key(struct crypto_aes_ctx #*ctx, const uB #*in_key,
unsigned int key_len)

u32 kwords = key_len / sizeof{u32);
ul2 re, i, i

if (key_len != AES_KEYSIZE_128 &&
key_len != AES_KEYSIZE_192 &&
key_len != AES_KEYSIZE_256)
return -EINVAL;

ctx->key_length = key_len; ()

for (L = 8; { < kwords; i++) ChA It i
ctx->key_enc[i] = get_unaligned_le32{in_| ‘EtL' mlzenf:u]?; 15
s MAELI A" & P
" 4,
for (im=@, rcm1; { <18; 4+, rc = lu'l_by_xﬂf:{#%ﬁ Ny
u32 *rki = ctx->key_enc + (i & kwrus};nf‘hﬂ[ JAKON o

w32 *rko = rki + kwords; L

Vikey
rko[8] = ror32(subw(rki[kwords - 1]), 8) * ret
rko[1] = rko[®8] ~ rki[1];
rko[2] = rko[1] ~ rki[2]; Ik
rka[3] = rko[2] * rki[3];

Lt (key_len == 24) {
L =17)
break;

rko[4) = rko[3] * rki[4]);
rko[5] = rko[4] * rki[5];
} else if (key_len == 32) { 5
if (1L >=6) L
break;
rko[4] = subw{rko[3]) * rki[4];
rko[5] = rkof4] ~ rki[5];
rko[6] = rke[S] ~ rki[6];
rko[7] = rko[6] ~ rki[7];

; S
* Generate the decryption keys for the Equivalent!Inwe

* This involves reversing the order of the round keys, and
* the Inverse Mix Columns transforsation to all but the firj
* the last one. J
Ll

ctx->key_dec[8] = + 24);
ctx->key_dec[1] = ctx->key_enc[key_len + 25];
ctx-=key_dec[2] = ctx->key_enc[key_len + 26];
ctx-skey_dec[3] = ctx-skey_enc[key_len +

for (1=4, ) = key_len + 28; 1 > 8; 1 += 4, j -= 4) { é
-

ctx-=key_enc[key_len

F¥H

ctx-skey_dec[i] = inv_mix_columns(ctx->key_enc b
ctx->key_dec[i + 1] = inv_mix_columns{ctx->key_engf§is 17);

ctx->key_dec[t + 2] = inv_mix_columns(ctx->key_enc[j + 2]
T N sl S-S I LT
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