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What Is the C3

▪Coalition of Cybersecurity Certification Bodies 
▪ Purpose: Why Certification Matters

▪ Advocate for Cybersecurity – Capitol Hill / Directives 

▪ Mapping of Certifications to Frameworks 

▪ Presentations 

▪ Research Projects / Content 

▪ One Means to Reach Out to Cyber Cert Bodies 

▪Members 
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▪CertNexus

▪CompTIA

▪FITSI 

▪IAPP 

▪ISACA

▪ISC2

▪SANS | GIAC 



Skills Based Hiring in Cyber 

▪ Why Are We Seeing This Movement 

▪ Misalignment with Job Requirements & Skills 

▪ Past Requirements Focused on Knowledge and Not on Skills

▪ Industry is Becoming More Work Role Focused 
▪ No One Person is a Cybersecurity Expert 

▪ Why We Are Here This Week @ NICE 

▪ Industry is Becoming More Standardized / Mature 
▪ Directives, Audit, Cyber Insurance are Driving This Direction 

▪ What We Are Seeing Out of Our Workforce Study – Just Released 

▪ Built for Cyber Talent Manager – Security Team Leads & HR Managers

▪ Focused on Hiring & Retainment of the Workforce 
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Data from the Workforce Study 
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Data from the Workforce Study 
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Data from the Workforce Study 
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Data from the Workforce Study 
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SANS Workforce Suggestions 
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▪ Embrace Skills Based Hiring 

▪ Adopt Workforce Frameworks

▪ Prioritize Skill Development over Headcount Expansion 

▪ Develop Internal Talent Pathways

▪ Refine Job Requirements 

▪ Expand Talent Sources 

▪ Invest in Recognized Training & Certification Programs

▪ Secure Executive Buy-In / Sponsorship



Skills Validation Solutions 
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▪ Using Real World Practitioners to  Develop Content / Examinations
▪ Takes a Village to Build a Certification  

▪ Updating Material on a Constant Basis 

▪ Lab Based Testing Scenarios 
▪ More Than One Answer – VM Ware Box 

▪ Certification Is Only One Piece to Solution 
▪ Work Experience 

▪ Internal Training / Mentorship 

▪ Content Free Resources on Building the Workforce
▪ Providing Solutions on What Others Are Doing 

▪ Continuous Education to Maintain Skills 

▪ Market Drives Our Business – Die Otherwise 





C-level executives, HR professionals, managers, and techs 
have questions

▪ How do I keep pace with rapidly-
changing tech?

▪ What are the best ways to validate 
knowledge?

▪ How do I align skillsets to essential job 
roles?

▪ How do I keep my people current?

Degrees

TrainingValidated 
experience

Interviews
Certification
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Validating knowledge, skill and task (KST)



Intended and un-intended effects of skills-first initiatives

▪ Greater focus on education pathways

▪ Need for scalable education

– Cost-efficient

– Data-driven

– Adaptive

▪ Leaders and educators are asking the 
following questions:

– How do you prove achievement?

– What are the indicators of achievement?
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Visualizing Skills-First

https://www.cyberseek.org

https://www.cyberseek.org/


Cyberseek – Metro Heat Map



Cyberseek – Metro Heat Map



Visualizing Skills-First

https://www.comptia.org/content/tech-jobs-report

CompTIA’s Tech Jobs Report provides a monthly 
snapshot of information technology (IT) employment 
trending at the occupation and industry levels. 
CompTIA’s report coincides with the U.S. Bureau of 
Labor Statistics Employment Situation (#JobsReport) 
monthly labor market release. Analysis includes 
historical trending, employer hiring activity at the state 
and metro area level, unemployment rates, employer 
demand for emerging tech skills and more.

CompTIA’s Tech Jobs Report is published the first Friday 
of each month.
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Practicing knowledge, skill and task (KST)

CompTIA CertMaster content features various 
tools to help students practice skills they will need 
in various job roles.

• Instructional Content
Text
Images
Video
Interactive Examples

• Interactive Activities
• Labs (Simulations)
• Live Labs (VM Labs)
• Assessments



Why Accreditation Matters

◼ Best practices of certification in all industries   

  Adheres to testing standards for educational and psychological 
testing

◼  ISO/IEC 1702:2012 international standards on accreditation 

◼ ANSI / ANAB Accredited 

 American National Standards Institute 

 ANSI National Accreditation Board 

◼  What Does Certification Accreditation Do? 

 Is built to show validity, reliability and fairness in the testing process

◼ Validity – Does it map to the actual thing being measured?

◼ Reliability – Would the exam taker get roughly the same results 
if they took the exam the same two distinct times

◼ Fairness – Is everyone treated the same way in terms of the 
certification processes?



Why Certifications Matter

◼ Student Retention 

 Studies note certified holders retain at least 50% 
more material

 Difference of 10-30% retention vs. over 70% on 
average 

 Back-up data from New York Times / Science.com 

 Testing Effect – testing retention different than 
studying 

 Testing requires memorization on-demand 

 Skills/Knowledge remains long term 

 Brain builds connections



How Exams Are Built

◼ At a High Level 

 Scheme Committee 

◼ Defines Domains and Objectives

 Job Task Analysis 

◼ Survey of Subject Matter Experts on Importance, 
Criticality, and Frequency of Domains and Objectives

 Cut Score Studies 

◼ Uses Subject Matter Experts to determine passing 
score of minimally qualified candidate (or certification 
holder) 



How Exams Are Built

◼ At a More Detailed Level 

 Types of questions:

◼ Recall – Definition, facts, memorization, lookup

◼ Application – of knowledge… using a tool to solve a problem

◼ Analysis – Higher cognitive level… more in-depth problem solving

 Openbook Exams

◼ A little more real world

◼ A little more in-depth vs memorization

 Who develops the content?

◼ Technical Subject Matter Experts who are also seasoned in exam 
development. 



How Exams Are Built

◼ Goals of a Great Certification 

 Content based upon certification objectives

 Relevant content

 Seasoned practitioners avoid trivia and keep it 
relevant

 We avoid “trick questions”

 Minimize word walls where we can

 We don’t want anyone to miss a question because 
they don’t understand what they were asked.  

 Make sure it follows best practices of certifications 
– ISO 17024



Q&A ?? ?
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