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Bits, Bytes and Loyalty

Many cybersecurity employees currently do not believe they are
getting adequate professional development for career growth
opportunities from their employers. This lack of investment in talent
hampers retention efforts across the industry. Many employers fail to
adequately invest in training programs and growth initiatives. Without
the ability to actively expand their skills, employees become
dissatisfied, leading to departures.

- Aspen Digital, 2023




Situation

Cybersecurity Disparate recruiting and Business as usual
talent shortage retention programs is NOT the answer
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Solution

Creation of a security talent
and workforce program

Bring disparate efforts into
a concrete roadmap

Solve gaps in creative ways

Measure and optimize



Cyber Talent Program
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Metrics and ROI
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NICE Framework Alignment

©

Lg )

Oversight &
Governance

White House commitment to the
Office of the National Cyber Director —
Cyber Workforce and Education
Strategy

Design &
Development

Investigation

Job descriptions include
NICE framework reference
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NICE Framework Alignment

DID NOT
WORK




Focus on aptitude
and attitude

Clearly defined essential
job responsibilities

Includes comparable
experience, not just degree

Knowledge, skills and
experience are realistic for
role
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Overview

The Corporate Security organization is looking for Information Security Analysts
to join us in several of our internal departments. The ideal candidate is
passionate about cybersecurity, highly motivated, analytical, and has a creative
mindset.

In this role, you will:
Support security measures and operate software to protect information and
systems and monitor computer networks for security issues.
Test and evaluate new technology, report possible threats or software issues
to management
Analyze security systems and seek improvements on a continuous basis
Create/update team documentation, procedures and analytics
Develop an understanding for security policies, regulatory compliance, and
technical aptitude on complex technologies and strategies

All About You
Four-year degree in a related field (or certifications and comparable

experience)

Exposure to security, including network and internet systems security
Strong written and oral communication skills

Ability to identify and understand security terminology, concepts, and
practices

Some experience in security software/tools

Ability to prioritize projects

Critical thinking skills and the ability to solve problems as they arise
Technical skills (i.e. code development, platform management, sys admin,
etc.) and an understanding of security services (authentication, vulnerability
management, access management, and/or log monitoring) are a bonus

National Initiative for Cybersecurity Education (NICE) Framework
references

This Mastercard role shares Knowledge, Skills, and Abilities with related NICE
work roles:

» Defensive Cybersecurity

* Incident Response

* Vulnerability Analysis
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Curate Training Pathways

* Reviewed an extensive catalog of training content
across multiple domains. Catalog Review

* Partnered with subject matter experts (SMEs) to
evaluate content relevance and quality.

SME Consultations

* Filtered and prioritized materials based on role-
specific needs and skill alignment.

* Developed tailored training pathways grounded in
expert validation.

urated Trainin
EENS
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Version 2

NICE Framework Alignment

1. Identified Corporate Security Roles

2. Aligned TKS 3. Applied 4. Created Role
Statements with Competencies to all Alignment Chart
Competencies Work Roles - NICE to MA -

7. Curated Training & 6. Created Career 5. Added Expected
Upskilling Pathways Mobility Dashboard Proficiency Levels
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Curate Training Pathways
* Mapped relevant training content to
identified skill gaps.

Competency * Leveraged third-party training catalogs
et aligned to NICE knowledge and skill

Proficiency

Assignment statements to suggest targeted learning
Suggested training solutions.

provided to SME to ) )
review and identify * SMEs validated selections, flagged any

and training gaps unmet training needs.
Developed and finalized tailored training

Curated Training pathways.

Pathway e Curated comprehensive learning tracks,
integrating SME feedback and aligned
resources to ensure precision targeting of
role-specific development objectives.




Corporate Security Career Mobility Dashboard

Discowver the career possibilities within Corporate Security

Competendes and expeded proficiency levels for Corporate Security roles.

Based on the role selections you make, this dashboard allows you toc
- Compare Mastercard Corpora
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Provide Career Mobility

Competency Proficiencies

The below table - Skills for Coreer Advoncement to Desired Rofe - lists your expected profidency levels for skills and knowledge found in both
your current rode and desired robe, categorized as Competencies. Enhance these skills using the suggest training path [abowve) to prepare

fior a career transition' NOTE: Completion of a training path does not guarantee a career promotion or move.

undersanding.
beyond concepiual, but still needs suppest, guidance, or mengorship,
independently.

Skills for Career Advancement to Desired Role
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personal impact: collabionates with others to encourdge cooperation ond teaming.

Top 5 Career Pathways for Current Role and Level:
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Critical Thinking This Competency describes o learmers copabilities related to the objectie anolysis of focts to form o
fudgment,
Requirements Analysis This Competency invibees identifying, onolyzing, specifying, designing, and ing furretiamal and

infrestructure requirements. J inclrdes translating these m;mreamumm techmical spesificotions
| for logical design or comparing afternative technologics. Exsentiol skills include performing
requirements aamlyses, coNverting operational reeds fate Security contrals, and handiing
infarmation requests,

Critfenl Thinkimg This Comperency describes @ learner’s capabilities related to the abfectie anmlysfs of fects to farm o

View Exompls Corporate 3
Job Descriptions.

This Compelency outhined o learmers Skils i enterprise architecture to align technology with

Explare additicnal oppertunities to advance your career with
Unlocked! Whether you're lcoking to contribute to a project,
address a business challenge, or pursue professional growth,

Unlocked has cptions for everyone! Click here to learn more

d Corfidential



https://mastercard.domo.com/page/1749430164
https://mastercard.domo.com/page/1749430164

Apply these
career mobi

Align your roles Develop training in Leverage available
to NICE work roles. collaboration with resources to design a user-
subject matter experts friendly dashboard.

and learning partners.



A
'
THANK YOU!

For more information, contact us
at:

cybertalent@mastercard.com
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