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Why Are Cyber Resilience Exercises for 
Critical Infrastructure Imperative?
• Enhance awareness and preparedness for cybersecurity 

threats.

• Foster collaboration and communication among diverse 
stakeholders.

• Help identify attack indicators and formulate strategic 
planning and responses.

• Crucial for a more resilient infrastructure against evolving 
cyber threats.

• Session Objective: Explore how to effectively utilize 
resources from organizations like CISA and CIS to design 
and implement cyber exercises tailored for critical 
infrastructure sectors.
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Exercise Resources 
• CISA Tabletop Exercise Packages:

• Provide resources and tools for developing cybersecurity exercises.

• Website: https://www.cisa.gov/resources-tools/services/cisa-tabletop-
exercise-packages 

• CIS MS-ISAC Tabletop Exercises (TTX):
• Offers resources for tabletop exercises for state, local, tribal, and 

territorial (SLTT) governments.

• Website: https://www.cisecurity.org/ms-isac/tabletop-exercises-ttx

• Additional materials: sector-specific examples, open-access 
guides, SMEs, case studies, and your favorite AI.
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Exercise Design

• Craft Effective, Customized Cyber Exercises
• Starting Point:

• CISA or CIS resource(s) 

• Use critical infrastructure sector specific resources.

• Customization is key:

• Tailor content to specific critical infrastructure sectors, 
organizations, or populations.

• Write cyber exercises customized for your audience.

• Extend the Scenario:

• Create additional rounds of the scenario to extend the crisis.

• Case studies serve as additional tools.

• AI tools can be used to help with this process, if needed.
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Exercise Structure

• Opening question

• Terms

• Team Roles

• Scenarios

• Hot wash

• Case Studies

• Closing question
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Exercise Structure

• Opening question
• What do you hope to take from this exercise?

• Gauge expectations

• Discussion direction

• Group distribution

• Each student answers this question as our 
introductory discussion. 

• Terms
• Provide the definitions and concepts in the exercise.

• Scope

• Context

• Clarity
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Exercise Structure
• Team Roles

• Heterogeneous teams of 5 to 6.

• Roles depend on the exercise.

• System Administrator

• Human Resources Director

• IT/IS Director

• Third-Party PoC

• Public Information Officer

• Customer Relations Officer

• SMEs

• Define the roles team members will 
assume for the exercise.

• No one plays a familiar role.
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Exercise Execution
• Scenarios

• Explain the scenario (one round at a time).

• First round is the learning curve and takes the longest.

• Second and third are where the learning happens.

• Each round builds on and is more intense than the previous.

• Check on each team while they are working through the 
scenario.

• Take notes on their discussion for use in hot wash.

• Each role must speak in each round.

• Even if to say there is nothing for them to do at this 
time.

• Everyone takes notes on the discussions.

• These will be used in the hotwash later.

• Provide questions that act as a guide for discussion.
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Exercise Execution

• Hotwash
• After lunch, so I prime them for the discussion 

with homework over the lunch break.

• After all rounds of the exercises run.

• As an entire class, we discuss each round.

• Each team has a representative give a 
summary or highlights of their discussion for 
that round.

• I point out interesting observations I made 
while I was listening to the discussions.

• If the discussion lacks engagement or robustness, 
the discussion questions are brought out. 
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Exercise Execution
• Case Studies

• Four to five short case studies.

• Bring in a guest expert if you can.

• For each case study, give the class a few minutes to read it.

• Discuss the case and relate it to scenarios.

• Frequently, someone in the class was engaged on the case or a 
very similar one and will share their story.

• Resource sharing comes out of this.
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Lessons Learned
• Closing question

• List 3 things you learned in this exercise.

• Shared with the class as closing discussion.

• Collect and analyze participant feedback.

• Continuous Improvement:

• Optimize exercise improvement.

• Use lessons learned to refine future exercise designs and content.

• Identify areas for further workforce development and training.
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Questions and Discussion

• Questions?

• Thoughts!

• Experiences.

• Resources or best practices to share?
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Thank you!

UWF Center for Cybersecurity

uwf.edu/cybersecurity

cybersecurity@uwf.edu

850-474-2999

Elizabeth Rasnick

erasnick@uwf.edu
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