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Biggest Staffing Concern: Quantity vs. Fit

. Not enough staff

Technical Capability

Certification

Work Experience

Aptitude/Potential

Academic Degree

Attitude

Culture Fit

Creative Thinking

Written/Verbal
Communication

Not the right staff

Ranking Hiring Qualifications: All Regions
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Preferences for Types of Cybersecurity Staff

Adding new skKills to Additional hiring Need for more job specialists
current work roles (same skills) (new roles)
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Most Important Culture Fit Qualities (Weighted)

Working Well within a Team

Problem-Solving

Written and Verbal
Communication Skills

Attention to Detail

Leadership Qualities

Critical Thinking

Works Well Under Pressure

~
R

Entrepreneurial Mindset
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What Could Cybersecurity Managers Do to Better Support the Recruiting Efforts of HR?
What Could HR Do to Better Support the Recruiting Efforts of Cybersecurity Managers?

27%
More Flexibility in [

Requirements Deeper Better Better Screening of Use of
Understanding of Collaboration with Candidatesg Standardized Job None
Cyber Roles Cyber Teams Descriptions

Specific List
of Job
Responsibilities

Better Standardization of

Collaberation Job Requirements More Flexibility in

Requirements
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Top Cybersecurity Staff Challenges (ALl Regions)

Lack of

qualified
candidates

Lengthy hiring Benefits Remote/hybrid Workplace Unclear career Work-life
process package work issues culture growth paths balance
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Do You Use the NICE or ECSF Framework

. oo ; : Are Privacy, Compliance, and Risk
Do You Need Skills Validation for Client Requirements? for Developing Job Requirements? y P

Directives Affecting Hiring?
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2025 Cybersecurity
Workforce Research Report

Cybersecurity Managers
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v| The evolution of the cybersecurity skills gap
v| The critical role of training and certifications

v| Collaboration strategies for HR and

v] How to adapt to changing workplace values

v| Case studies from industry leaders

2025

CYBERSECURITY WORKFORCE
RESEARCH REPORT

Attract, Hire,
and Retain

Cybersecurity Roles

ng cybersecun'ty teams,
lts from industry
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