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Students demand more career exploration in
high school to help them turn a passion into

a profession, but many lack access to quality career-
focused programs that lead to in-demand jobs.

College Board is building AP Cybersecurity
to provide a pathway for career-aware students.




Career Preparedness is a rising priority in K-12 education

Among students and families surveyed, only 35% of schools offer job-relevant skills education.

Future career confidence increases among students whose schools offer

Top 10 Purpose of Education Rankings career-related activities.

Does your school offer any opportunitiesto ... ?

Attributes 2022 2019 % Very prepared for "How prepared do you think you will be to do each of the following in the future: Succeed in a career”
e School does not offer this activity e School offers this activity
Students develop practical skills (e.g. manage personal finances, 1 1
prepare a meal, make an QPPOintment) Percentage of students whose
school offers this activity
Students are able to think critically to problem solve and make 2 4 26 40
decisions Learn from somebody who already has a job you want 23 o—o
i i i 23 39
Student:s demonstrate character (e.g. honesty, kindness, integrity, 3 3 Learn skills relevant to a job you want 35
and ethics) ® ®
) . . 25 38
Students can demonstrate basic reading, writing, and arithmetic 4 14 Learn how to interview for a job 30 e O
- . 28 38
All students receive the unique supports that they need throughout 5 19 Intern at a company 10 o—o
their learning
) a3 25 37
Students are prepared for a career 6 27 Learn how to apply for a job o o
28 37
Earn an industry certificate 12 ®
27 37
Work on projects relevant to the job you want 23 o—0
25 31
Learn about different types of careers 60 ®

Among Gen Z K-12 students

Source: https://Inextgeninsights.waltonfamilyfoundation.ora/wp-content/uploads/2024/08/Walton Gallup Voices-of-Gen-Z Year-2-2024-Final-Report.pdf

Walton Family Foundation-Gallup Voices of Gen Z Study


https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf
https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup_Voices-of-Gen-Z_Year-2-2024-Final-Report.pdf

Engagement in Gen Z is down. The study found topic, teacher, and applied
learning are critical to engaging students.

Please think about the times you have been very excited about or interested in what
you learned in school. Why did you feel interested or excited? Select all that apply.

% Selected

The topic was something |
wanted to learn more about.

The teacher made it
exciting and interesting.

The study also found engagement is
particularly low among students who
don’t plan to pursue a 4-year degree,
and high schools today emphasize college
a lot more than other opportunities.

| was able to learn in a hands-on way,
such as doing an experiment,
simulation or demonstration.

The topic was something new to me.

The teacher helped me understand
how it could be used in the real world.

The topic was something |
could use in my everyday life.

The topic was something | could
use in a current or future job.

The lesson used technology
to help me learn.

The topic was difficult and
pushed me to work hard.
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I never felt excited or
interested in school.

Something else 2

Among Gen Z K-12 students

Source: https://nextgeninsights.waltonfamilyfoundation.org/wp-content/uploads/2024/08/Walton_Gallup Voices-of-Gen-Z Year-2-2024-Final-Report.pdf

Walton Family Foundation-Gallup Voices of Gen Z Study



Why AP Cybersecurity?

500,000 1.2% 2,300

High-paying, job postings, Students have access to

many that don’t require a cybersecurity pathways?
4-year degree’

Cyber attacks per day, one
attack every 38 seconds?

As we attempt to better the lives of our students, Cybersecurity is a field that is here to stay
and will help provide our students with upward mobility opportunities, create new opportunities

for generational wealth, change their families’ lives, and help improve their communities.
— Dr. Diego Tibaquira, Professor, Miami Dade College, and Advisory Board Member

Sources: 1. https://www.cyberseek.org/heatmap.html 2. https://cybersupply.org/
3. http://https//www.forbes.com/advisor/education/it-and-tech/cybersecurity-statistics/




AP Cybersecurity Overview

- Unit 1: Introduction to Cybersecurity
- Unit 2: Physical Security

- Unit 3. Network Security

- Unit 4: Device Security

- Unit 5: Data and Application Security

Vulnerabilities and Deterring and Detection
Attacks ‘ Protecting ‘




Legal and Professional Standards of Practice

AP Cybersecurity

- The practice of cybersecurity is shaped by laws, regulations, and professional
standards.

- The CED will include a page explaining to teachers and students the importance of
following the legal and professional norms of practice in cybersecurity.

- This page will also outline some of the key laws and professional norms.



Timeline

2024-25

Approximately 125
schools participated
In a pilot in target
states

2025-26

Approximately 450
schools will
participate in an
expanded pilot
across 25-30 states

2026-27 2027-28
AP Cybersecurity AP Networking
launches nationally launches nationally



Best-in-class cybersecurity curricula built
for teachers by teachers

Vision « One of the nation’s only cybersecurity

A future where the nation’s curriculums trusted by the Cybersecurity &
4) cybersecurity needs are met by a Infrastructure Security Agency

knowledgeable, skilled, and passionate « Built to CompTIA Security+, Network+ and

workforce Linux+ standards

Mission « Comprehensive and easy-to-use K-12

Cybersecurity Learning Standards available
nationwide to educators at no cost and
wholesale to industry

Immediate access and effortless onboarding
Approach « Self-paced training with expert support

Empower teachers with resources and
training needed to deliver cyber
content to students

Ensure that every K-12 student gains
foundational and technical
cybersecurity knowledge and skills







Industry leading curricula for elementary,
middle, and high school

Cybersecurity

Intro to Cybersecurity

Cybersecurlty Basu:s

Introduc o protecti
Course Information

Digital Citizenship

Unit 1 - Foundations and Threats
unit 1 Assesimnen

Section 0.1 - First Day Info & Ethics Agreement
Lesson Plan

Section 1.1 - CIA Triad and Authentication

Cybersecurity Basics Intro to Cybersecurity Cybersecurlty

* Introduces cybersecurity topics that * Intro to basic cybersecurity concepts Comprehensive year-long course
affect everyday life » Inspire interest in cybersecurity careers * 150+ lesson topics and activities

»  Security, digital citizenship, and * No prerequisite knowledge required * Real-world cybersecurity concepts
computing systems + Utilizes the CYBER.ORG Range and skills

* Aligned to CompTIA Security+
objectives




Industry leading curricula for elementary,
middle, and high school

An introduction to cyber engineering through programming

Cyber Literacy |

to. micro:bit Scripting Encryption Radio Networks Attacks and Defenses

Get Started

Lesson Guide
slides

Ul Controls and Side Panels

Scripting

Cyber Literacy
Blends physical computing and Python
programming with cybersecurity

* Provides hands-on opportunities to
understand network topologies and how
cyber attacks affect them

*  Works with the BBC micro:bit

and CYBER.ORG cyber:bot.

Networking

Suppart Materials

Coura Tasching Guide

CompTIA Netwerks Information

Coming Soon: Book « Tuber

Leusam Name " Guided Motes  Rescurces Assessments

» Comprehensive year-long course

» Foundational knowledge for network
administration

* Prepares students for CompTIA Network+
certification

Intro to Llnux

Teacher Resources

Retcurces Slabys Eramalc Acceptable Use Pukcy b Descriotions Unus Conmand: Cheat

CoengTLA Linues befeermation K005 Dbjectives

Fuurs with Lisusx Fun with Linux by

1.4.1 - File System Hierarchy

Intro to Linux
+ Comprehensive semester-long course
* Linux administration and management
* Prepares students for CompTIA Linux+

certification




Engaging materials and activities

Pascal & Python Comic Series

I. GONE PHISHING!
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Online Gaming Safety - Cyber Safety Series
Cyber Safety Series + 4/ 8
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Making Strong Passwords - Cyber Safety Series
3 “ B CYBER ORG

Online Gaming Safety - Cyber Safety Series

B P

Explore the Middle School Keys
Ransomware - Cyber Safety Series O o e
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INFORMATION SYSTEMS/\
SECURITY MANAGER

Social Media -

Safety Series

A\

i \
IT PROJECT
MANAGER CRYPTOGRAPHER

Cyber Safety Video Series

Career Profiles







CYB=R.ORGRANGE

« A secure, virtual environment to practice .
. . CYBZR.ORG
cybersecurity skills BEmE oL B!

* Cloud-based and capable of running
virtual machines with access to the
internet but closed off from any private
networks

« No additional hardware or software
necessary

» Lead students through labs to experience
simulated cyber attacks

« Complete labs in multiple courses within
the Range

 Available to all K-12 educators in the U.S.




I'm logged in... Now what?

Classrooms

= c 23 apps.cyber.org/classrooms

CYB=R.ORG

* You should see a classroom listed
and your instructor’'s name —

* Click on it .

* |nside the classroom,
you will see the virtual

machines listed

* (Click “Launch” which
will start that
machine, but
remember it is Ilke

Windows Server 22 unc startin up a real

computer so it will

take time to boot up

Available to Launch

Kali Linux

Windows 7

Ubuntu Linux




Launching Machines -
 Launch all the machines if you have

CYBZR.ORG not done so

Current VMs  Clicking “Launch” on a machine will
Windows 7 set it to queue to boot — Like hitting
the main power button

IP: 10.15.119.193

. _ * Once launched, it has to setup
Kali Linux Connect Terminate . . .
s oo everything to run — Like the loading
time before logging in

Windows Server 22

* Once fully booted, you will have the

Expires At: 10:59
IP: P

Available to Launch

Ubuntu Linux




Non-persistence

 After you hit the “Terminate” button or
if your machine times out after the set
expiration time, then anything saved
to the virtual machine will be lost/

Your VMs

Filter by nickname

e ra Sed Kali Linux _ Jane Doe

Created At: 13:02 Status: booted
Expires At 15:59 IP: 10.15.32.230

* Launching a new one means the
virtual machine will start as if itis a
brand-new machine

* This proves useful when we start
using stronger tools and programs
down the road that could lead to

= Mmachines failing or crashing




Cyber Career Spotlight

MEDIAN
SALARY Designs and

links various types

5120,000"' of data networks

Degree not required




Q&A

Mr. Willie Henderson
Director of Outreach, CYBER.ORG
Willie.henderson@cyber.org
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Moriah Walker
Director, AP Cyber: Networking, College Board
mwalker@collegeboard.org

Ben Dougherty
Director, AP Cyber: Security, College Board
bdougherty@collegeboard.or
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